
How to Use NIST's Cybersecurity Framework to Establish a Cybersecurity Program

The following steps describe an iterative process that you can use to establish a
cybersecurity program for critical infrastructure. All or parts of this process should
be repeated whenever necessary or appropriate. It should also be repeated whenever
you change the scope of your program, whenever your threats, vulnerabilities or risks
change, or whenever your Target Profile or Target Tier changes.

Step 1. Define Scope of Cybersecurity Program

• Consider your corporate mission, objectives, and organizational priorities.

• Select the process or business unit that must have a cybersecurity program.

• Identify the systems and assets that support your process or business unit.

• Clarify the scope of systems and assets used by this process or business.

• Identify systems and assets related to your main systems and assets.

Step 2. Identify your Threats and Vulnerabilities

• Identify the regulatory requirements that apply to your process or business unit.

• Identify your organization’s general approach to risk and your tolerance for risk.

• Identify the threats and vulnerabilities that apply to your process or business unit.

Step 3. Define Current Profile and Current Tier

• Review the functions, activities, and tasks that make up the Framework Core.

• Use the Core of the Framework to define your organization’s Current Profile.

• Review the risk management practices that make up the Implementation Tiers.

• Use these Implementation Tiers to define your organization’s Current Tier.

Step 4. Assess both Potential and Emerging Risks

• Consider your risk management process and your previous risk assessment activities.

• Use previous risk management methods to guide your organization’s risk assessments.

• Analyze your organization’s operational environment and assess your cybersecurity risks.

• Identify and describe potential and emerging cybersecurity events, threats, and risks.

• Assess the likelihood that events will actually occur and the impact they could have.

• Use internal and external sources to better understand likelihoods and impacts.

Step 5. Establish your Target Profile and your Target Tier

• Review the functions, activities, and tasks that make up the Framework Core.

• Use the Core of the Framework to establish your organization’s Target Profile.

• Use input from internal and external stakeholders to refine your Target Profile.

• Use input from customers, suppliers, partners, and other external stakeholders.

• Use input from personnel, managers, contractors, and other internal stakeholders.

• Review the risk management practices that make up the Implementation Tiers.

• Use these Implementation Tiers to develop your organization’s Target Tier.

• Use input from internal and external stakeholders to refine your Target Tier.

Step 6. Identify Gaps in your Cybersecurity Program

• Identify framework gaps by comparing Current and Target Profiles.

• Prioritize framework gaps by considering risks, costs, and benefits.

• Identify implementation gaps by comparing Current and Target Tiers.

• Prioritize implementation gaps by considering risks, costs, and benefits.

Step 7. Execute Plan to Establish Cybersecurity Program

• Consider your organization’s high priority cybersecurity gaps.

• Consider your organization’s high priority framework gaps.

• Consider your organization’s high priority implementation gaps.

• Create an action plan to address high priority cybersecurity gaps.

• Consider your mission, objectives, risks, costs, and benefits.

• Define steps to address high priority cybersecurity gaps.

• Define steps to address high priority framework gaps.

• Define steps to address high priority implementation gaps.

• Execute your action plan to address high priority cybersecurity gaps.

• Take steps to establish your organization’s cybersecurity program.

• Take steps to address your high priority framework gaps.

• Take steps to achieve a higher cybersecurity implementation tier.

• Take steps to address your high priority implementation gaps.

The following flow diagram summarizes the above seven step
process and highlights the iterative aspects of this process.
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